The Medium is the Message:

Improving Message Handling in
HP Operations



Abstract

One of the key objectives of any HPOM implementation should be to
best leverage the tool to increase service availability. With that
goal in mind, this session will focus on practices for shaping the
tool so it can better shape us. Specific, proven methods and
ongoing processes to reduce message volume and increase
message quality will be covered, such as building customized
policy dumps, top “n” reports and segregating internal messages
from production message views. Both windows-based and UNIX-
based HPOM administrators seasoned and new will benefit from
this session and will walk away with specific practices they can
immediately implement to increase product ROl and lift their
organization’s level of IT maturity.



Welcome!
 Audience

— Focus is on the HP Software Operations Manager product

— Presentation will take about 2 hours

— Both OMW (Windows) and OMU (UNIX) is covered

— Session is technical — target is HPOM product administrators

— Assumes basic administrator level knowledge of the products
and of system administration

* Presenter

— Mike Peckar, Principal, Fognet Consulting, www.fognet.com
* Independent consultant since leaving HP in 1998
* Have worked continuously with HPOM products since 1995
* Last 2 years: Deployed HPOM on 3 networks in Iraq for coalition forces
* Author Fognet’s Field Guide OpenView Network Node Manager



Outline

Holistic Approach
— People, Process, Technology

Ongoing Process
— Service Oriented Approach

Message Volume Reduction
— Traditional methods covered only briefly

Mapping Messages to Services
— Mapping instrumentation to services via top n reporting

Message Quality Improvements
— Policy data dumps

Internal Messages

— Messages related to monitoring “don’t count”



Products Covered

* Acronyms used in this presentation
— HPOM refers to HP Operations Manager software

e This is HP’s umbrella for it’s event & perf mgmt software
* OM An equivalent generic acronym

— OMW refers to Ops Mgr for Windows
e OMW Typically 8.x+

e OVOW Typically 7.x-
— OMU refers to Ops Mgr for UNIX
e OMU Typically 9.x and 8.x
e OML OM for Linux
« OVOU Typically 8.x and below

— Legacy Acronyms: OVO, VPO, ITO, OpC
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Holistic Approach
Marshall McLuhan

“The medium is the message. This is merely to
say that the personal and social consequences
of any medium - that is, of any extension of
ourselves - result from the new scale that is
introduced into our affairs by each extension
of ourselves, or by any new technology. “

“We shape our tools and afterwards our tools
shape us.”
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Holistic Approach

* The tool itself is a not the solution

— Every business has different monitoring requirements
based on a unique corporate mission

— Tools tuned to meet only the most popular needs

— Default instrumentation intended to provide examples of
monitoring capabilities and potential

— SPIs add intelligent instrumentation but require deeper
investment to map to service objectives

— Tools typically over-inform on exceptions (duplicates)
— Autodiscovery policies assume more alerts = better

OVO provides great flexibility and customization entry points but must
be “socialized” into the organization order to be effective



Holistic Approach

* “Socialize” the tool
— Apply People, Process, Technology approach
— Empower entire staff to engage in event reduction process

— Create ongoing process to improve instrumentation and
reduce message volume

— Technology should build out on business needs, not product
capabilities -Tie monitoring tasks to requirements for
service availability

— Ongoing process should evangelize proactive processes and
approaches such as ITIL

Reducing the number of events is easy, but increasing the intelligence of
those events at the same time requires close interaction with the owners of
the services being managed



Ongoing Process



Ongoing Process

* People - Empower Staff
— Engage service owners in monitoring improvement
— Enforce consistent and appropriate methods
— Encourage quantitative reporting

— Educate them on Event/Incident/Problem mgmt
processes

— Recognize multivariate aspects of analyses (Tufte)
— Regular (weekly?) meetings
* Track action items and assign owners

* Rotate involvement through various stakeholders
Don’t meet for meeting’s sake — meet to advance the process



Ongoing Process

* Process - Map monitoring requirements to services

— Establish baseline metrics tied to services

— Establish event review process inputs and outputs
— Tie costs for internal processing of events/incidents
— Review/Update monitoring requirements/SLAs

— Establish lines of communication with customer

— Establish goals and set up rewards



Ongoing Process

* Process - Map monitoring requirements to SLASs
— Are SLA’s tied to KPIs? Are KPIs baselined?
— Example baselines for analysis

 Number of alarms being generated (including duplicates) by tools
 Number of tickets automatically generated
* Ratio of proactive vs reactive alarms & tickets (use samples)

— Project ROI

e Assign a cost to ticket handling and alarm handling
— Take baseline numbers and estimate overall cost of handling baseline
— Extra credit: do this for separately for proactive and reactive alarms

* Determine target message/ticket volume
* Do the math



Ongoing Process

* Process - Map reporting requirements to SLAs

— Develop reports that support ongoing processes

* Reports that relate event mgmt with problem & incident mgmt
* Top n reports

* Policy dumps for monitoring instrumentation reviews

— Service owners should want to be involved.
* If not, process should be adjusted to show value to them

A good practice is to group or re-word closure codes in the
incident management tools to flag proactive versus reactive
incidents, then set specific goals for proactive service
management



Ongoing Process

* Process - Example Baseline Metrics

— Events per day
 What's really important is events that require action.

— Example:

 NNM generates 1000 traps/day, but only node down events
launch trouble tickets —all other events are not even looked at
in a systems management operation.

— Distinguish events by time investment (cost)

* Separate events that launch trouble tickets

» Separate events that are duplicates or correlated

* Separate log-only events

e Separate events related to monitoring (Internal events)



Ongoing Process

* Process - Example Baseline Metrics

— Events per day
 What's really important is events that require action.

— Example:

 NNM generates 1000 traps/day, but only node down events
launch trouble tickets —all other events are not even looked at
in a systems management operation.

— Distinguish events by time investment (cost)
Separate events that launch trouble tickets

Separate events that are duplicates or correlated
Separate log-only events

Separate events related to monitoring (Internal events)



Ongoing Process

* Technology — Prioritize investment in tools

— Top n reports typically reveal need for adjustments to
Instrumentation

— Traditional Message Volume Reduction
* Deduplication, Message Keys and correlation

— Mapping service level objectives to instrumentation
e Policy dumps for mapping monitoring to SLOs reviews

— Segregate msgs that don’t reflect service availability

* Filtering out internal messages



Message Volume Reduction



Message Volume Reduction

* Message volume reduction —Tradition methods
— Server-based duplicate handling (browser config)
* OOB settings are good

— Policy-based duplicate message suppression

* Suppress messages at agent

* OOB settings not great
— Message Keys

* OOB settings OK, but inconsistent across SPIs

* Biggest opportunities in customized instrumentation
— Message Storm Handling

* OOB settings too forgiving of Critical events

All this is very well documented



Message Volume Reduction

* Message volume reduction —Tradition methods

— Message Keys
» Set global de-duplication settings under server config
* Set message keys for every condition
* Set message key acknowledgements on clearing and reset
conditions

— Unmatched Messages
* Consider template settings to not forward them

 Start by not sending unmatched messages to TT/notif
* Review unmatched messages in ongoing process



Message Volume Reduction

e OMU Traditional Message volume reduction

— Traditional message correlation example

Message Text

|Ef‘~ ["|]1<[PERF—<@>].msgqrp>: <*.obj> <[<*:Bottleneck<*:].msq>$

Message Key:

FEMSG_GEN_MODE_MAME>: <msggrpe: <$MSG_APPL>:Bottleneck: <objs: <$MSG_SEW>

lMessagde Key Relation

Acknowledge Messages Matching This Message Key Pattern:

e MSG_GEN_MODE_MAME >: <msggrp>: <3MSG_APPL::Bottleneck: <ohg>:

Pattern Matching

Field Separators: |} [T Case Sensitive Check

[T Duplicate Message Suppression

s SUppress Messages Matching Condition
s Suppress |dentical Input Events

4 Suppreass ldentical Qutput Messages

Suppression Settings

Suppression Time Interval; |E30m

Accept Message After Everw |EBE|m3I:|s




Mapping Messages to Services



Mapping Messages to Services

Top n Message Dumps

* Top n Nodes

— IDs the specific servers generating the most exceptions
* Top n Message Sources (Policies)

— ID’s the instrumentation responsible for the most msgs

* Top n Duplicate message sources

— ID’s potential issues with threshold settings
— IDs excessively verbose logging rules

* Top n Notification/TT generators
— Chart by Msg Group or Severity or Msg Source



Mapping Messages to Services
Top n Dumps

* Format message dumps in Excel — Summary page

A B L D E F e H I J k. L Wi
1
2 alysis Report from 01 Dec 2009 to 31 Dec 2009
3
4
5
3 Report Name
7 Top 20 Nodes Based on Total Count
8 Top 20 Message Groups Based on Total Count
9 Top 20 Applications Based on Total Count
10 Top 20 Message Sources Based on Total Count
11 Top 20 Logonly Messages Based on Message Source (Messages Sent to Histo
12 Top 20 Duplicate Messages Based on Message Source (Sum of Dupl Count
13 Date Wise Report on Message Count - Report
14 Motication and TT Analysis - Report (Based on Message Group and Severity)
15 Notication and TT Analysis - Pie Chart (Based on Message Group and Severity)
16 Message Source With all Fields
17
18
19
20



Mapping Messages to Services

Top n Dumps - Excel example by MsgSource

M
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A B c D E F
Top 20 Message Sources

Count of Sev

IsgSource =
ps_mon_18.0_SY¥S_SUM
AgentCheck_1_0

Celerra Traps
ps_monZ2_19.0_SYS_SUN

Blank

10 Syslog_2.6_SYS_SUN

11 |opcmsg_r1

12 |MetricManitor Solaris

13 |[dmesg_2.0_SYS_UX

14 |df mon_21 S¥S SUN

15 'ps_mon_18.0_SYS_UX

16 |Metric Monitor Msgs

17 |SNMP 6.10 Traps- HPO Dearborn
18 lopcmsg(1]3)_mgmt_swr

19  pagefile_util_mon_r1

20 'win_opcerror_man

21 fsmon_r1

22 |DefunctProcessMon

23 |OPCMSG_Sun for MWA

24 lopcerror_1 0

25 DBSPI Oracle Alert Log Template
26 (Core_sys log_mon_r1

27 ps_mon2_19.0_SYS_UX

28 cpu_util_hpux

29 'opcmsg(1]3) 2.0 hpux

30 Grand Total
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Mapping Messages to Services

Top n Dumps

 Format message dumps in Excel — Top 20

— Home — Conditional Formatting — Top/Bottom Rules

AgentCheck_1_0
AgentCheck_1_0
fzmen_r1

AgentCheck_1_0
AgentCheck_1_0

g A

4= | Manage Rules...

t“n s 7 MsghnalysisO1May-31May2005.xls [Compatibility Mode] - Microsoft Excel
)
— Home Insert Page Layout Formulas Data Review View
& Arial -8 A AT ==]|F| =i Wrap Text General - E | ,'I |_-I
Ep = = She| ol
Paste B I -||||= = =||2E i£|| @i Merge & Center - ||| § - %+ || %8 ;%8| |Conditional| Format  Cell
- : . ~' | |[Formatting ~|as Table = Styles ~
Clipboard ™ Font ] Alignment IFi Mumber L] |
_l_l Highlight Cells Rules *
- =5
L;] Security Warning Data connections have been disabled Ciptions...
] %
T Bott Rule: g
Al - ﬁ:| MsgSource =] Top/Bo wes
A B C D E F G H =
1 [MsgSource L‘ Data Bars k
2 |pagefie_util_mon_r1
3 r.1etr|cl.1unrt.ur5cllarls "2 color Scales ,
4 |pagefie_uti_mon_r1 =
5 |AgentCheck_1_0 -
& [MetricMonitor Solaris +=| Icon Sets g
T |MetricMonitor Solaris =
8 |Metrichoniter Solaris ' | Mew Rule..,
9 |agentCheck_1_0 | Clear Rules N
10 -
11
12
13
14

|§] _ o] w
g=Inset~ | E ~ f? }}
% Delete ~ E' Z
o . Sort & Find &
= Format = || (4~ Filter~ Select -
Cells Editing
W
'£| Top 10 ltems
L - ¥
| -
%] Top 10 %...
'ﬁ_'lll Bottom 10 Items... =
'Hﬁh Bottom 10 %...
Hl
£ Above Average...
'Pi_|| Below Average...

Maore Rules...




Mapping Messages to Services

Top n Dumps Excel — example raw data set

— Table, Node, Appl, MsgGrp, Obj, Sev, Date, Duplicates,
Msg Source, TT Flag, Notif Flag, LogOnly flag, Msg Text

A B C D E F G H | | K L i
1 Table | = | Node = | App * MsgGrp | = | Obj * | Sev | = Date * | Dup * | M=sgSource =TT | = | Hotif | = | LogOnly = | MsgText
2 | Active brzczca pe_mon Job HPUXOS  Critical 3-May-05 107 pe_mon_18.0_S¥3_UX Yez Mo No rpcd process not running
3 |History  brecsca verify_host SHNMP 207.37.144, Critical 22-May-05 0 opcmzgl1]3)_mgmt_svr ez No No IF Down breczcal.br.gmeds.com
4 |History  brecsca verify_host SHKP brecacal.br Critical 22-May-05 0 opcmzg(1)3)_mgmt_svr ez Yes Mo Mode Down brececal.br.gmeds.com
5 | Active brzczca pe_mon Job HPUXOS  Critical S-May-05 57 pe_mon_18.0_S¥5_UX ez No No rpcd process not running
6 |Active brzczca pe_mon Job HPUXOS  Critical S-May-05 57 pe_mon_18.0_S¥5_UX ez No No =zwagentd process not running
T |History  brecsca SMMPTraps  SNKMP brecacal.br Critical 22-May-05 0 SMMP &.10 Trape- HPO C Mo Mo Mo IF lanC down
8 |History brecsca SNMPTraps SHMP brzczcal.br Normal | Z2-May-05 0/ SNWMP 5.10 Trape- HPO C No No No IF lan0 up
9 |History brecsca SNMPTraps SHMP brzczcal.br Critical 22-May-05 0/ SNWMP 5.10 Trape- HPO C No No No Mode down 207.37.144.106
10 | Active breczda pz_mon Job HPUXOS  Critical O-May-05 82 p=_mon_18.0_S¥S UX Yez Mo Mo rpcd process not running
11 | Active brzczda pz_mon Job HPUXOS  Critical S-May-05 58 p=_mon_18.0_S¥5_UX ez No No =zwagentd process not running
12 |History  brecsfal0S Windows Servicez  Minor 30-May-05 259 opcmzg_ri ez No No There might be a problem with the zervic
13 |History  brecefal0S Windows Servicezs  |Minor 20-May-05 28 opcmzg_ri Yes |No Mo There might be a problem with the servic
14 |Hiztory  brecsfal0S Windows Servicez  Minor 31-May-05 22 opcmzg_ri ez No No There might be a problem with the zervic
15 | Active brzczfal pe_mon Job HPUXOS  Critical S-May-05 101 pe_men_18.0_S¥3_UX Yez Mo No rpcd process not running
16 | Active bracafal pz_mon Job HPUXOS  Critical O0-May-05 101 pe_mon_18.0_5¥5_UX Yes |No Mo swagentd process not running
17 | Active brzczfat p2_mon Job HPUXOS  Critical S-May-05 72 pe_mon_18.0_5S¥5_UX Yez No No rpcd process not running
18 | Active brzczfat p2_mon Job HPUXOS  Critical S-May-05 72 pe_mon_18.0_5S¥5_UX Yez No No =zwagentd process not running
19 |History  brecsibZ CheckAgent AgentCheck Controlager Critical 22-May-05 0 opcerror_1_0 Yes: |No Mo Control agent on node breczib2 br.gmed
20 |History  brecsibz verify_host  SNMP 207.37.144, Critical 22-May-05 0 opcmzgl1]3)_mgmt_svr ez No No IF Down breczibz.br.gmeds.com
21 |History  brecsibz verify_host  SNMP brzczibz.br. Critical 22-May-05 0 opcmzgl1]3)_mgmt_svr ez |Yez No Mode Down breczib2 br.gmedz.com
22 |Higtory  brecsibz SNMPTraps  SNMP bracsib2.br. Critical 22-May-05 0 SMMP&.10 Trape- HPO C Mo Mo Mo IF lan0 down
23 |History  brecsibz SNMPTraps  SNMP brzczibZ.br. Normal  Z2-May-05 0/ SNWMP 5.10 Traps- HPO C No No No IF lan0 up



Mapping Messages to Services
Top n Dumps Excel — example SQL — UNIX - Active

SET HEADING ON ECHO OFF PAGESIZE 0 LINESIZE 1000
SET FEEDBACK OFF VERIFY OFF NEWPAGE O

SELECT 'Active' || '@Q@'||] m3.node name || 'Q@' || ml.application || '@@'

| | ml.message group || '@@' || ml.object || '@@'

| | DECODE (ml.severity,1, 'Unknown',?2, 'Normal',4, 'Warning', 8,
'Critical',16, "Minor',32, "Major"') || '@@'

|| to char(ml.local receiving time, 'DD-Mon-YYYY') || '@@'

|| ml.dupl count || '@@' || ml.msg source name || '(@@'

| | DECODE (ml.trouble tick flag,1,'Yes',0,'No') || '@@'

| | DECODE (ml.notification flag,1l,'Yes',0,'No') || '@@"'

|| '"No' || '@R"' || substr(m2.text part,1,60)

FROM opc op.opc act messages ml, opc op.opc msg text m2,
opc op.opc node names m3
WHERE ml.message number = m2.message number and ml.node 1d = m3.node 1id
AND to char(ml.local receiving time, 'DD-Mon-YYYY')
BETWEEN to date('s&l') AND to date('&2')
ORDER BY to char (ml.local receiving time, 'DD-Mon-YYYY');
EXIT;



Mapping Messages to Services
Top n Dumps Excel — example SQL — UNIX - History

SET HEADING ON ECHO OFF PAGESIZE 0 LINESIZE 1000
SET FEEDBACK OFF VERIFY OFF NEWPAGE O

SELECT 'History' || '@@‘ || m3.node name || '@@‘ || ml.application || '@@'
|| ml.message group || '@@' || ml.object || '@@'
| | DECODE (ml.severity,1, 'Unknown',2, 'Normal', 4, 'Warning', 8,
'Critical', 16, '"Minor',32, '"Major"') || '@@'
|| to char(ml.local receiving time, 'DD-Mon-YYYY') || '@@'
|| ml.dupl count || '@@"' || ml.msg source name || '@@'
|| DECODE (ml.trouble tick flag,1,'Yes',0,'No') || 'e@’
| | DECODE (ml.notification flag,1,'Yes',0,'No') || '@@"
| | DECODE (ml.log only flag,1l,'Yes',0,'No'") || '@@"
|| substr (m2.text part,1,60)
from opc op.opc hist messages ml, opc op.opc hist msg text m2Z,
opc_op.opc node names m3
WHERE ml.message number = m2.message number AND ml.node id = m3.node id

AND to char(ml.local receiving time, 'DD-Mon-YYYY')
BETWEEN to date('&l') and to date('&2')
ORDER BY to char (ml.local receiving time, 'DD-Mon-YYYY');
EXIT;



Mapping Messages to Services

Top n Dumps Excel — example SQL — Windows

SELECT CASE State WHEN 2 THEN 'Active' WHEN 4 THEN 'History' END,
SUBSTRING (b.object text, PATINDEX ('%PrimaryNodeNames3',
b.object text) + 19, PATINDEX('S%;%',SUBSTRING(b.object text,
PATINDEX ('3SPrimaryNodeName$', b.object text) + 19, 253)) - 2),
Application, MessageGroup, Object,
CASE Severity WHEN 1 THEN 'Unknown' WHEN 2 THEN 'Normal'
WHEN 4 THEN 'Warning' WHEN 8 THEN 'Critical' WHEN 16 THEN 'Minor'
WHEN 32 THEN 'Major‘ END,
TimeCreatedTimeStamp, NumberOfDuplicates, Source,
CASE DoNotification WHEN O THEN 'No' WHEN 1 THEN 'Yes' END,
CASE LogOnly WHEN O THEN 'No' WHEN 1 THEN 'Yes' END, Text
FROM dbo.OV_MS Message a, ovms admin.sto ov managednode b
WHERE a.NodeName = b.name
and TimeCreated > $Start and TimeCreated < $EndTime
ORDER BY a.TimeCreated

sqlcmd -S .\OVOPS -E -d openview -h -1 -W -s "@@" -Q "S$SSQL"



Mapping Messages to Services

Top n Reports via SQL instead of Excel
* Top 20 Policies by Message Volume (Active)

Windows (Sequel)

SELECT top 20 Source, count(distinct id)
FROM ov ms message

WHERE State = 2

GROUP BY Source ORDER BY 2 DESC;

UNIX (Oracle)

SELECT msg source name, COUNT (msg source name)

FROM (SELECT msg source name FROM opc op.opc act messages
ORDER BY COUNT (msg source name) DESC)

WHERE ROWNUM <= 20;



Message Quality Improvements



Message Quality Improvements

* Policy Data Dumps - Windows
— Available in online help but Inconsistent across SPIs
— Granularity variable (no details on conditions/rules)
— Static — OOB, not reflective of customizations
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Microsoft SQL Server Policies

The DBSPI 5QL Server policy group is divided into three
subgroups with policies as described below.

@ NoTE:

Refer to the Smar? Plug-in for Databases Configuration
Guide for details on installing and configuring the DB SPL
‘ou must configure connections to all database
instances you are monitaring in order for any policy to
work successfully,

QL Server palicy groups/subgroups/policies are as follows:

» Quick Start: (automatically deployed to nades added to
the HPOM Nodes folder—after closing the Configure
Managed Nodes dialog.) Cantains all necessary palicies
to start monitoring configured databases
The policy subgroups, which wark with both SQL Server
7 and 2002, are as follows:

(1) DBSPI Core — contains a policy for collecting data
that allows graphing with the HPOM graphing
component, Also contains the DBSPI-Messages policy.
(2} Logfiles—contains the DBSPI SQL Server Logfile policy
that scans the SGQL Server-generated log for specific
text, When the specified text is detected, it is returned
ta the HPOM message browser to call attention to
errars and potentialfexisting problems

(3} Metrics — contains all SOL Server metric policies;
metric values collected and interpreted according to the
scheduled task and measurement threshold policies in
this subgraup can trigger alerts and messages that
appear in the HPOM message browser when those
values exceed/meet the defined thresholds/conditions.
(4)Reporter— contains policies that allow HPOM report:
generation, available in the console under Zeports —

H




Message Quality Improvements

* OM Policy Dumps — Why are they important?

— Excellent templates for defining service metrics
* KPI's should be tied to real service availability measures

— Key resource for proactive service management

* Process: Map policy rules to reactive/historical incidents

* Service Owners can better understand monitoring capabilities
— Documentation

* Dumps show exactly what is and what isn’t being monitored
* OM admins can use dumps to baseline or track changes



Message Quality Improvements

e OM Policy Dumps — Use in Ongoing Processes

— Service Owner’s Tasks

* Suppress rules of no concern/Add rules of great concern

* Suggest updates to thresholds/intervals to reduce volume

* Map criticality to service availability and/or proactiveness
Identify rules that should launch Tickets or Notifications
» Suggest automated/Operator actions & Operator Instructions

— OM Admin Tasks

* |ID rules needing duplicate message suppression

* |ID rules needing Message Keys
* |F rules needing more complex correlation



Message Quality Improvements

* OM Policy Dumps — Why are they problematic?

— Instrumentation nearly impossible to report on
* Many policies are based on dynamic scripts
 Different policy types have different attributes
* There are a gazillion attributes

— Admins change policies frequently



Message Quality Improvements
Example Script-based Policy Dump

LTI ' -

Microsoft Excel - Windows05.xls

IEJ File Edit Wiew Insert Faormat Tools Data  Window  Help
NEHRS SR TE % 9 - 8 = -4l % e - @i -0 - [B L UESEEH S % 0
Jg7 - fx -
A | B C D E | F L N
o2 |Template Name Template Description Policy Type Default Interval Duplicate Suppression
WINOSSPI- Forwards Application lag entries | Logfile:

WINOSSPERPCService-

Returns values that correspaond
to different states of the senice

Returns values that correspond
to different states of the service

F

‘opcntservice_chk bat
FlugPlay ¥WINOSSPI-

‘opcntservice_chk bat RpcSs
WINOSSP-RPCService-

T o

| 83 | 05_FwidApplicationWarnErrar | of ‘Perlib’ YoAPPLICATION LOGY% Mone Mone
| G4 | Conditions: Condition Name Event Trigger Severity Message Text Notify/TT Duplic
i Forwards all log entries of  Log contains: App="Winlogon'
source Perlib’ with event 1D Text=""EventlD: 0x=5* (1219) - *" AEwent|D: Ox8% (12159) - ™
| 35| 1 17 SEPARATORE " Critical SEPARATORS " MO/MO  MNaone
i3]
| 37 | Template Name Template Description Policy Type Default Interval Duplicate Suppression
Manitar:

| 858 |WWINOSSPI-PlugnPlayService |'Plug and Play' PlugnPlaySerice-Service'  Smls Mone
| 89| Conditions: Condition Name Event Trigger Severity Message Text Notify/TT Duplic
i Checks the services and Log Only
|90 1 Hrocesses haonitored Yalue (Mormal) FSESSIONMSE) MOMO MNane
i Suppress rule for specific
instance filter =
(Automatically generated $SESSION{z0urce): The
rule to stop evaluating other threshold is no longer
1191 ] 2 rules) Mone Suppress  exceeded. MNO/MNO MNone
92
ETemplate Hame Template Description Policy Type Default Interval Duplicate Suppression
Manitar:

| 94 Win2k RPC Serice’ WinZk-Service' SmZs Mone

i Conditions: Condition Name Event Trigger Severity Message Text Notify/TT Duplic
i Checks the services and Lag Only

EEN 1 Processes Manitored Yalue Marmal) FSESSIONMSE) MNO/MNO MNone



Message Quality Improvements
Policy dump scripts

e Qutline of script functions
— Example (last slide) (Win): www.fognet.com/ovowDumpPol.pl

— Windows:
* ovpmutil cfg pol dnl <targetDir> /p \<PolicyGroupName>
« ovpmutil PCV \/x \"<file>\" on each binary dump file\

— UNIX:

e Use opcpolicy in 9.x+ Use opctempl or opccgfdwn in 8.x and below
— Massage text data & output to Excel .xIsx (Requires 2003+)

* Advantages/Disadvantages
+ Customizable to the fields of most interest
+ Shows an entire policy group’s instrumentation details
- Doesn’t capture details embedded in launched scripts
- Almost impossible to present so much data cleanly


http://www.fognet.com/ovowDumpPol.pl

Internal Messages



Internal Messages

* Service Management challenges

— Need to separate events related to monitoring
infrastructure from service-related events

— SLA, top n and other message-related reports skewed by
excessive alerts related to monitoring infrastructure

* Operations challenges

— Operators focus on infrastructure exceptions vs. production
because internal alerts show up in their views

— OM Administrators have difficulties because of mixing of
internal alerts with production alerts

e Solution

— Filter out and redirect internal alarms
* Only OM admins see internal alarms
* Internal messages can then be eliminated from reports



Internal Messages

* Example OMW OOB Messages - Internal Messages

Severity .. I |A|O|M | Received & | Texk
23 Normal 1 - - - - 1112009 12:31:22..,  Logfile C\Documents and Settingsiall Usersiapplication Daka\HPYHP BTO Softwarehilog)javaagent. log doesn't e
Spi Suwarming 6 ®oo- - - 11111/2009 31345 8M An error occurred in the processing of the policy “WINOSSPI-Spooler3ervice-wWinzk!, Please check the following &
Spi A warning ®oo- - - 11112009 31713 8M AR error occurred in the processing of the palicy “WINOSSPI-PlugnPlay3ervice', Please check the following errors
W Major - - - - 112009 31730 8M (ckrl-45) Campanent ‘tada’ with pid 5100 exited. Restarting compaonent,
spi A Warning woo- - - 110112009 3:18:26 AM  An error occurred in the processing of the palicy "WINOSSPI-SpoolerService-Winzk!, Please check the Following e
spi €3 Critical woo- - - 11/11/2009 3:18:30 AM  Error during init of the policy WINOSSPI-DMS_LogDMSPagesSec source *, Mo data will be stored ko CODA For this
spi €3 Critical noo- - - 11/11/2009 3:18:30 &AM Error during init of the policy MWINOSSPI-WINGS _Winzk_Logging source *, Mo data will be stored to CODA For thi
Spi €3 Critical ®oo- - - 11111/2009 31830 &M Error during init of the palicy WIMNOSSPI-WTS_Winzk_Logging source *, Mo daka will be stored ko CODA For this s
¥ Maijor 24 - - - - 1112009 31839 8aM (conf-268) CluskerException in monitor thread, {conf-300% Can nok inskantiake M3CS cluster object, Windows ern
. 3 Mormal 5 - - - - 11112009 32355 4M EventID: Ox00000400 (1024) - (MS732) OV Control Daemon is not running on node "INTZEXPS0ZM.irag. centcom.
Spi 23 Mormal z woo- - - 1111112009 324:01 &AM The policy WINOSSPI-SpoalerService-WinZk is now running correckly, (OpC30-798)
Spi Juwarning 5 woo- - - 1111112009 3:24:02 &M AR errar occurred in the processing of the palicy “WINOSSPI-SpoalerService-Winzk!, Please check the Following e
spi O warning 12 woo- - - 110112009 3:24:02 AM Mo opcmon walue received and reached max waiting intervalsfor policy WINOSSPI-EventLogService, Kil the exter
spi 23 Normal 3 wo- - - 11/11/2009 3:24:02 AM  The policy WINOSSPI-MSMG_MSMO is now running correctly, (Opl30-793)
spi 23 Normal 14 noo- - - 110112009 11:20:07...  The policy WINOSSPI-RPCService-Winzk is now running correckly, (OpC30-793)
Spi A owarning 26 ®oo- - - 11111/2009 11:27:48... A0 error ocourred in the processing of the palicy "WINCSSPI-WTS_TermService', Please check the Following errar
Spi 23 Mormal 62 ®oo- - - 11112009 11:28:46... The policy WINOSSPI-WTS_TermService is now running correctly, (OpC30-795)
Spl. A wearning ®oo- - - 11111/2009 11:39:05... Mo opcron value received and reached max waiting inkervalsfor policy WINOSSPI-DMNS_Server_Response, Kill th
SPI iywarning 4 noo- - - 111212009 4:28:05 &M An error occurred in the processing of the policy “WINOSSPI-CpuBottleneck_WinZk', Please check the following &
€3 Critical 4 woo- - - 1111212009 §:07:51 M Cannot read contents of file C:fProgram Files/HP Openviewdakallog) System. bk, System Errar Mumber: 33 (210 -
23 Normal - - - - 1112f2009 10:15:22...  EventID: 0x00000400 (1024) - (MS732) OV Control Daemon is not running on node "WICTSPSDEOO0] iraq. centoo
arma - - - - w24:20...  EwentID: Ox - antral Daemaon an node Jrag.centcom. mil" is now
DN I 11/12/2009 10:24:20 EventID: 0x00000400 (1024} - {M3733) OV Control D de "WIZTSPSDEOOOL i L i" i
W Maijor - - - - 11132009 10:5F:20...  (ctrl-45) Component “agtrep’ with pid 4076 exited, Restarting component,
23 Normal - - - - 111132009 11:06:42...  Logfile CHDocuments and Settingstall Usersiapplication Daka\HPYHP BTO Softwarehilog)javaagent. log doesn't e



Internal Messages

Internal Message Handling Strategies - Windows

1. Internal filtering based on Msg Groups
— User roles have explicit list of valid Message Groups
— Easiest to set up and maintain
—  Problems with missed messages, ongoing admin & customizations

2. Internal filtering based on WMI Policy
— Internal messages redirected to a non-production Node
—  Or, internal messages automatically acknowledged
— Server WMI Policy filters all agent and server-based internal msgs
— Agents are NOT individually configured to filter internal messages
—  Fewer problems with missed msgs & future customizations
— Initial setup harder but ongoing administration is easier



Internal Messages

Internal Message Handling Strategies - UNIX

1. Internal filtering based on Msg Groups

User roles have explicit list of valid Message Groups
Easiest to set up and maintain
Problems with missed messages, ongoing admin & customizations

2. Internal filtering based on Agent Config/opcmsg policy

Internal messages redirected to a non-production Node
Or, internal messages automatically acknowledged

Server and agents configured to filter internal messages
Customized opcmsg policy defines event handling

Fewer problems with missed msgs & future customizations

3. Server-based ECS Circuit — Requires ECS Designer



[F= HP Operations Manager\Operations Manager : VICTOMWYSO1N

L HP Operations Manager
i Operations Manager : VICTOT

Internal Messages

5\VICTOMWVS01N (Management Server)

11/3/7008 2:48:16 PV

KIRKEXVEDIN, Ecomml

EXSPL-13: Unable to ¢

) services Qaiica 128 - - - - 11/32009 2:41:16 PH KIRKEXMBO1Nraq centcom.mi EXSPL-18: Unable tor
I Nodes A\ Warning 15 X - 11/3/2009 1:04:58 PM .. SCANENDCYSOIN.iraq.centcom.mi  Reached max waiting
[ il | 1132009 10,8304 AN VICTOMWSG... INTEPSORN.rsqcentcomnl  Resource Group N .
|| Awarning ¢ X - VICTOMWYSO...  SLAYENDCOIN. raq centcom. mil Max number of restar 8
o g ELMCTOMSIINGS | g 27 X - - - 1U3/2009 003N  VICIOMWISD.. SLAYENOGOINFqGErkcommd  Reachedmax waiing A opcmsg [8.3] {Open Message Interface)
o Reports Awarning 1 X o+ - LU/3j2009 7:3542AM  VICTOMWYSO... - INTZEXPSO2Nraq centcom.mi An error occurred int y -
T Conosterequests A warring Ko - L IL/32009 251SAM  VICTOMWYSD.. VICTEXCASVSOON ko centeamml At leastcoe source o File iew Help -
2 Policy management Wiaor - - - - - - 11432009 2:23:29 AM  VICTOMWVSD... VICTEXCASVSOIN.iraq.centcommi  (ctrk-94) Component
=8 Policy groups. @ Normal X - - 11/3{2009 1:02:24 AM  VICTOMWYSD... ALKUCRLS3IZNL.iraq.centcom.mi  Logfie C:{Documents.
vt || W o 1212009 111955 PM VICTOWWSO... TATSAPDIN.coqcemcomml (aHh45)Campanert lfx Save and Close [2] Save Q@ Help
P S Inkegratio. || Awarming 4 x  L1f2/2003 6:30SPM  VICTOMWYSD... SLAYENDCOIN.raq.centcommi  Reactivation of polcy

Fules |Dpti0ns|

Filtered internal message view

-9 Internal Message Filter [1.17] (Windows Management Inte}
Ele View Hebp
B save and Close 5] Save | 2 ek |
Source | s | Opions |
Node: | ——
WMinonespace’  [FOOTHeviPackard OperienDais
Obiect e [retarce =]
Instarcs clssreme” [0V Vosoge
or
ognpassyd [
€ e intance of class

Server only
Poirgined o=l h[E

& Quety the intiinsic event for these instances -
Vhen [ =] & [oesed =]
(Rl = 11 = =

Speciy 2 gJobal WAL it

WMI Policy :

| Rule Type
If matched

| D escription
Mzqg Group = OpC

User Role Properties Seq.

General| Senvices | Nodes | Tools  Messages | Poiies | Users | 1

Speciy the message graups and permissions available to this ole.

Entet message group and press Add bultan
[ bd

Message Groups assigned this Role:

Own | Dis.. | Ack = Remave
Permissions.

Message Grou

Internal msg filter
& opcmsg policy

DIT_LOGFILES_OLENG
ExSPI

EXSPIIS

FALLT
FSMO_MONITOR_SVT
Hardware

1%

MAPI

MB

M3G =
4 v

IV Limit viewing of messages to only those from these message groups

=1
User roles based
on msg groups

35 350 3 3 X % 53K
2026 26 2¢ 3¢ 20 2 20 2 %]
3K 3203 2K KK

e e |

Type o queyy

or All agents

erver_EventLogEntries

File Wiew Help -
ifx Save and Close  [Z] Save

Source  Rules |Elption$|

Server only

Seq. ¢ | Description

1 Ping fail [M5473)

2 Fwud all to Marnt Server

3 Startz WVAutodiscovery Server

4 deployment izzue on manually | -~

Heartbeat msgs

Server only

Event Log Policy



http://images.google.com/imgres?imgurl=http://kids.nationalgeographic.com/staticfiles/NGS/Shared/StaticFiles/NGKids/Image/Heart_NGK0207_lg.jpg&imgrefurl=http://kids.nationalgeographic.com/Stories/SpaceScience/Truthaboutyourheart&usg=__4meTDzcd5kOVH6GEm7QiA1KcxbY=&h=300&w=470&sz=28&hl=en&start=7&um=1&tbnid=B5IlwjPlPiMulM:&tbnh=82&tbnw=129&prev=/images?q=heart&hl=en&safe=active&sa=N&um=1
http://images.google.com/imgres?imgurl=http://c2.api.ning.com/files/Y9Yc5qVXVzRdypVmWDdZQtfnWd8NC3*AePB5aFXhiSXg2*nad4rfBZBD-kpRW4ocH2V6JRKlEn7urRZTkNqB3pFYOgSYwGSa/ComputerCartoon.jpg&imgrefurl=http://geeks.pirillo.com/groups/group/list?sort=latestActivity&usg=__HGnR0W__qeFSNbno6bAC39-4piE=&h=364&w=441&sz=40&hl=en&start=10&um=1&tbnid=S7GPykWbVxnX-M:&tbnh=105&tbnw=127&prev=/images?q=computer&hl=en&safe=active&sa=N&um=1
http://images.google.com/imgres?imgurl=http://www.onsitepc.co.uk/images/computer004c.jpg&imgrefurl=http://www.onsitepc.co.uk/faqs.htm&usg=__k5uFk2NBLXj6VEYj9p7ZYoxaqQ4=&h=383&w=300&sz=42&hl=en&start=53&um=1&tbnid=E4UbVtyHqSZ8cM:&tbnh=123&tbnw=96&prev=/images?q=computer&ndsp=20&hl=en&safe=active&sa=N&start=40&um=1
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Internal filtering with user roles based on Msg Groups

— Advantages
» Simply configure user roles with all Msg Groups except OpC & OpenView

— Disadvantages (none of these are show stoppers)

* May miss messages from msg Groups not configured in user roles

e Custom DB queries must include list of valid production message groups

* Operations Admins must monitor all node groups for internal msgs

* Counterexample: non-internal OOB SPI messages with no Msg Group:

| Mode | Application | Dhiject | Group T | Texk | Palic | Policy Type
taM INTZEXPSOZN Resource Group Maved (INACTIVE; INTZEXPS0ZM,; INTZEXMEC1M; INTZEXMEY SO 1N WINOSSPT-MSCS_ClusterUpdated11.0) Measurernent
PM O INTZEXPS03N Resource Group Moved (ACTIVE,; IMTZEXPS03N; INTZEXMEO 1M; IMT ZEXMEYSOL T W INOSSPI-MSCS_ClusterUpdatei11.00 Measurement
IPM INTZEXPS01N Resource Group Moved (ACTIVE; IMTZERPS0LM; INTZEXMBO 1M; IMT ZE =W G0 W INOSSPI-MSCS_ClusterUpdatei11.00 Measurement
-PM INTZEXPSOLM ClusSeee Failorver Mgr EventID: Ox00000420 (1069) - Cluster resource "SMTP Virtual Server Instance 2 (INTZEXMBEWS0ZM)' in Reso.,.  WINOSSPI-M3CS_ResourceMessages(l...  Logfile Entry |
PAM INTZEXPSOZN Resource Group Moved (ACTIVE;INTZEXPS0ZM; INTZEXMBO 1N; INTZEXMEVSO1 M W ThOSSPI-MSCS_ClusterUpdate(11.0) Measurement
"PM INTZEXP301M Clussnc Starkup/sh... EventID: 000000426 {1062) - Cluster service successfully joined the server duster INTZEXMBO1M, W TNOSIPT-MSCS_PwdClusberaerviceEy...  Logfile Entry |
PM O INTZEXPS03N Resource Group Moved (ACTIVE,; IMTZEXPS03N; INTZEXMBD 1M; IMT ZExMEYSOZM; INTZEXYSDTCOLM W INOSSPI-MSCS_ClusterUpdatei11.00 Measurement
VP WICTEXMBOLAM  Topip Tone EventID: Ox40001089 {42010 - The syskem detected that nebwork adapter Local Area Connection® 13 was ... WINGSSPI-M3CS_PwdClusterServiceEv...  Logfile Entry |
PM INTZEXPSOZN RGResou... RGHoskedOn Resource Group IMTZEXMEYS0ZM has Failed on INTZEXPSOZM W TNOSSPI-MSCS_SkatusMessages(10.0) Open Message
PM O WICTEXMBO1EM Resource Group Moved (ACTIVE;VICTEXMED1BMN; YICTEXMBO1M; Cluster Group;VICTEXMBECLOLM W ThOSSPI-MSCS_ClusterUpdate(11.0) Measurement
-PM INTZEXP3S0L1M RiGResou,..  WirkualRi Resource Group INTZEXMEWS01M has Failed Completely W INOSSPI-MSCS_SkatusMessages(10.0) Cpen Message
PM INTZEXPS0LN Resource Group Moved (INACTIVE; INTZEXP3I0LM; INTZEXMECLM; INTZEXMBYS0ZN W INOSSPI-MSCS_ClusterUpdatei11.00 Measurement
LAk TMT7RYPSn=h Bazniikee mrann Mawvad «r TTHE TRITFRYRSA IR TMT 7R MR R TRT 7R WS S0 R WTRICSSRT-MSTS Cliskarl Indaksf 11 M Maazirarment
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Internal filtering with user roles based on Msg Groups

—  Add Message Groups except OpC & OpenView to User Roles
—  Extract all Msg Groups in DB (results are only from active/history msgs) :

Windows: SELECT distinct MessageGroup from OV _MS Message
UNIX: SELECT distinct name from opc message groups
— Output (Windows with OS, EX, & AD SPIs):
WINOSSPI-MS SYSTEMS MGMT SERVER, User Role Properties
MAPI, EXSPI-FAULT, MSG, PF, Hardware, General SewicesandesITnnls Messages PnliciesIUserSI
= User Roles
WINOSSPI-MS CLUSTER SERVER, EXSPI-IS, Specify the message groups and permissions available to this rale.
WINOSSPI-MS MESSAGE QUEUE SERVER, :‘T“e p—
- - - ciive Lirectory Enter message group and press Add buttan:
EVENT-ONLINE, DIT DIT QUEUELENGTH, 6 Servers
— — CROPPER | Add
DSACCESS, WINOSSPI-MS INDEX SERVER, EntopsTeam
Exchange terzage Groups azsighned thiz Role:
<SMSG GROUP>, WINOSSPI-INTERNET SERVICE, INTZ
- ) - KMo Mezzage Group | [y | Dhs... |.-’-‘-.c:k - Remove |
FAULT, Open\hew, IS, OWA, MTA, MB, PERF, Q\West ADSE| I 5 5
VP_SM DB, VP _SM, OpC, EVENT-OFFLINE, s DITSHEFIES QLENG.. 2 % Pemissions._ |
SMMP ExSFI-IS ® s E A —
DIT LOGFILES QLENGTH, FSMO MONITOR SVC, MWare - ES FALILT " ’ "
WINOSSPI-MS TRANSACTION SERVER, EISMCID_MDNITDH_SVE i § é
ardware
REPLICATION MONITOR REP, WINOSSPI-CORE, IS * * =
- — MAPI kS ® =
SMTP, WINOSSPI—MS_TERMINAL_SERVER, ME W % b
Service, EXSPI, REPLICATION-SYSVOL, M e ,rl
RESPONSETIME SVC, WINOSSPI CORE
- - [W Limit viewing of messages to only those from these message groups

(38 rows affected) ok | cancel | s | Hep
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Internal filtering with user roles based on Msg Groups

Use this Method to mine all potential msg groups from all policies:
1. Windows: ovpmutil cfg pol dnl <Target Directory>
UNIX: opccfgdwn <spec file> <target dir>

2. PERL script to extract all Message Group assignments from policy dump:

(Path to embedded PERL on OMW server is %OvlinstallDir%\nonOV\perl\a\bin\perl.exe)
#!/bin/perl

$Dir = SARGVI[O0];

@Files = "dir \/D \/S \/B \"$Dir\" ;
foreach (Q@Files) {
if ((! -d $ ) && ($_ !~ /config\.mm/)) { # excludes dirs & config.mm file

open (POL, "<$ ");
my @pol = <POL>;

@b = grep (/MSGGRP/, @pol); # array of all MSGGRP matches in the file
foreach $3j (@b) {

$j =~ s/.*MSGGRP |"//g; # strips unwanted chars

next if $j =~ /\SWBEM/; # excludes <S$SWBEM:TargetInstance.MessageGroup>
print "$j" unless grep (/$3/, Qa);

push (Qa, $j) unless grep (/$j/, @a); # use @a to get unique matches
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Internal filtering based on opcmsg policy - UNIX

— Outline of activities
1. Enable internal message filtering in agent and server configs

1. Server: ovconfchg -ovrg <server> -ns opc -set OPC INT MSG FLT TRUE

2. Agent: ovconfchg -ns eaagt OPC_INT MSG FLT TRUE

3. Pre OVOU V8: Set in opcsvinfo/nodeinfo files

2. Define internal message handling strategy
1. Send all internal msgs to Acknowledged msgs browser

1. Easier to implement but makes the job of Operations Admins harder
2. Redirect all internal msgs to Mgmt Server with node in Object field
1. This method is shown in subsequent slides
2. Operations Admins can more easily handle internal msgs
3. Internal messages can be easily isolated from production node groups

3. Modify default opcmsg policy and distribute to all agents
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Redirect internal messages to Management Server

Assumes Ops Admin is Ops Server admin, too

. Could be any node, even a dummy External node instead

I:l HP Operations Manager
EI{;E Cperations Manager  YICTOI

@ Services
=-figd Modes
- [lig HP Defined gyfflips
@ MIPR Pro ion Sery
-8 YICTOMWYSO1M (Mar
EEI--@ Tools
[]m Reports
Certificate requests
I'_—'Iﬁ Policy management
=-{E8 Policy groups
. @& Hierarchical Node
-- HF SIM Integratio

F

A one-stop shop for OpenView Admins for internal messages

Example screenshot showing internal agent-based msgs
redirected to mgmt server node:

everity Do, |S|U|I |A]O|MN| Received T | Mode Object Texk
EECritical 1 11)3/2009 2:45:16 PM WICTOMWYSO,,,  KIRKEXMBOLM.iraq.centcom.mil E¥SPI-13: Unable ko ¢
Ei' Critical 129 - 11)3/2009 Z:41:16 PM WICTOMWYSO,,,  KIRKEXMEOLM.iraq.centoanm, mil E¥SPI-18; Unable ko r
O warning 15 b 11)3/2009 1:04:53 PM WICTOMMWYSO...  SCAMEMDCYSO1M.iraq.centoonm. mil Reached max waiting
€29 Critical a - 11)3/2009 10:53:04 &AM WICTOMWYSO.,.  INTZEXP302M.iraq.centcom. mil Resource Group INTZ
O warning 4 b 11)3/2009 2:06:11 AM WICTOMWYSO.,.  SLAYEMDCO1M.iraq.centcom.mil Max number of restar
O warning 27 " 11/3/2009 2:00:36 AM  WICTOMWNYSO,,,  SLAYEMDCOLM.iraq.centcom.mil Reached max waiking
O warning 1 b 11)3/2009 7:35:42 AM WICTOMMWYSO...  INTZEXP302M.iraq.centcom. mil An error occurred in k
A wearming b 11/3/2009 2:51:58 AM  YICTOMWNYSO,,,  NICTEXCASYSO3M.iraq.centcom.mil Ak l2ast one source ol
T Major - 11)3/2009 22329 4M  VICTOMWYSO,,.  YICTEXCASWSO1M.iraq.centcomn, mil {ckrl-94) Component '
i Marmal b 11)3/2009 1:02:24 aM WICTOMWYSO...  ALKUCRLS3IZMI.iraq.centcom. mil Logfile C:\Documents
F Major - 11)2/2009 11:19:55 PM  WICTOMWYSO,,.  TAJSAAPDLIM.iraq.centoom, mil {ckrl-45) Component '
O warning 4 b 11)2/2009 &:36:05 PM WICTOMWYSO,.,.  SLAYEMDCO1M.iraq.centcom.mil Reactivation of policy
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Redirect internal msgs to an alternative node — UNIX

1. Move Mgmt Server out of production node group

=g Modes
@ HP Defined Groups
#-[E] NIPR Production Servers

S [[E WICTOMWYSO1M (Management Server)
2. Configure User Roles based on production Node Groups

1. Optional — not required.

3. Set up opcmsg policy rule and distribute to all agent nodes



E|‘§3 Policy management
EI-- Palicy groups
=

Exchange 2k3
Exchange 2k8
=118 HPCM Self Manage:

&

[]—- Hierarchical Mode Groug
B[ HP SIM Inkegration
[]-- HP Storage Essentials <
[]-- icrosaft Windows

[]-- CpentMs_policies

- OpenyMs_SPI_policies
[]-- Samples
[
[+
[+
[+
[#
[
[+

]-- Service Reports Mainte
]-- SPI for Active Directary
]-- 5PI for Exchange
-8 SPI for Remedy ARS

- (58 SPI For Unix 05

]-- SPI for Web Servers
]-- IUpdated Self Mgt and
-- Agent policies grouped by £
-- Server policies grouped by
@ Deployment packages

----- h Deployment jobs

]--@ Active Directory Users and Comput

F--1F
L1
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opcmsg policy to direct internal msgs to mgmt server

AE' opcmsg [8.2] (Open Message Interface)

Eile  Wiew Help -

IS[=] E3

F Save and Close [ Save

| F Help

Rules | Options |

Seq |Descripti0n

1 Send ta Mamt Server

Rule summary

IF Condition ]
of this rule ig true THEN:
Do Actions:
Send Message to Active Ms
Stop evaluation
ELSE evaluate next rule

Outgoing Message E

Message attibutes | Message correlalionl Lz I Instructionsl Mezzage stream interface 4 I ’l

Service D

Message Fey
Meszage Tupe
Message Group
Application
Obiject

Hode

Severity

Message Test

e = .

hiozted on I

|
|
|
|
[<$M5G_NODE_MAME>

|<$DF'E_MGMTSV>

Lol Lef Leflef Lef el ) ef L]

Cancel

[ o |

Help

1 o |

[

1.

Set rule to filter
on Msg Group
OpC & OpenView
Set outgoing msg
Node to mgmt
server

Set object to
agent node name
Save and distrib
to all agents
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Internal filtering based on WMI policy - Windows

— Outline of activities
1. Do NOT Enable internal message filtering in agent configs

2. Define internal message handling strategy

1. Send all internal msgs to Acknowledged msgs browser

1. Easier to implement but makes the job of Operations Admins harder
2. Redirect all internal msgs to Mgmt Server with node in Object field
1. This method is shown in subsequent slides
2. Operations Admins can more easily handle internal msgs
3. Internal messages can be easily isolated from production node groups

3. Set up Server-based WMI policy
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* |Internal filtering based on WMI policy - Windows
— WM Policy Screen Shots

& Internal Message Filter [1.17] (Windows Management Inte|

-:% Internal Message Filter [1.17] (Windows Management Interface) -
File Wiew Help - Hle Wem - Outgoing Message

B save and Close [ Save | 9 Heb B Save and Close  [F] Save | P Hep | Message attributes | Message cnrrelatiunl Chds | Instructionsl Meszag
Source | Rules I Dptionsl

Source Rules |Dpti0ns|

r~ Dbject path 500 | Doseription T Fiude Tvpe | setvice D I<$’WBE%argetlnstance.Servicel o
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Internal filtering of Heartbeat Messages

Internal Messages

— Most Heartbeat Messages relate to OM agent status
» Separate hard failure from

messages

| Severity

| Feceived

| Mode

| Text

| obiect

i3 Mormal
23 Mormal
€23 Critical
23 Marmal
W Major

T Major

? Major

€9 Critical
€39 Critical
€9 Critical
T Major

23 Marmal
@ Major

€3 Critical
€39 Critical
i3 Mormal
9 Critical

Q92009 5:17:25 PM
Qf10/2009 6:17:16 AM
Q92009 1:40:26 PM
Q92009 10:42:31 PM
Q/10/2009 6:08:00 AM
9/10/2009 3:02:02 AM
9/10/2009 S:17:12 AM
Q92009 3:02:39 AM
Q2009 2:27:31 AM
Q32009 6:07:40 AM
Qf10/2009 6:05:00 AM
Q5/2009 5:49:50 AM
Q92009 9:12:24 PM
9/8/2009 4:06:10 FM
9/8/2009 3:57:51 FM
f10/2009 5:47:14 AM
Q32009 3:12:31 AM

balaendcys01
balaendcysos
MOSUERAPOLM

ENOPENMOSFE .

BALASCCMOO1M
WICTEMFSMSIO1M

EMOPENMOSFE. ..
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BLCCDCIAMA00Z
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balzendcys02n
CEDADCIZMOO0Z

ENCPEMMOSFE. ..
WICTOMWASOL, .,

CECADCIZMO001

EMOPENMOSFE. ..

BUCCOeZTZMO00Z

(M5733) OY Contral Daemon on node "balas@dowvs01n.ivag, centcom, mil® is now running.
(M3733) OY Contral Daemon on node "balacgdows03n.irag, centcom, mil* is now running.
iI" may be down. Failed ta conkact it using ...
(MS733) OV Contral Dagmon on node "EMOPRMMOSFED LN, iraq. centcon, mil" is now runni.
il mav be down. Failed to contact it usin, .,

(M3473) Mode "mosuenaplin.irag.centcom,

(M3473) Mode "BALASCCMOOLM, |raq cenke

s — . [

e = o

(MS732) O Conkral Dasman is not running on node "ENDF‘ENMOER%DIN irag.centcam, m|| "

25 AU DL D21 T LR ILLLHTL T ey L o), raied Lo Lapeael o dsinig .

(MS733) OV Contral Dagmon on node "cedadcizn000z . iraq. centoanm, mil” is now running.
(MS732) O Contral Dagman is not running on node "EMOPEMMOSFEQLM. iraq. centeom, mil”,
(MS732) O Contral Dasman is nat running on node "YICT QMW 3010, iFaq.centcarm, mil*,

(M3473) Mode "cedadcizn0001 . irag. centcom. mil' may be dawn, Failed ko contact it using ...
(MS733) OY Contral Daemon on node "EMCOPEMMOSFEDLN. irag. centcom, mil" is now runni. .,
(MS732) O Conkral Dagrmon is not running on node "buccdeizn0002 . iraq. centoarm, mil*,

o

Heartheat Palling
Heartheat Palling
Heartheat Palling
Heartheat Palling
Heartheat Palling
Heartbeat Palling
Heartbeat Palling
Heartbeat Polling
Heartheat Palling
Heartheat Palling
Heartbeat Palling
Heartheat Palling
Heartheat Palling
Heartbeat Palling
Heartbeat Palling
Heartbeat Polling
Heartheat Polling



Internal Messages

Internal filtering of heartbeat messages — Windows 8+

— Direct Heartbeat messages to Appl. Event Log
» Server Configuration (right click, Configure -> Server)

|B]vicToMWYSD1N: Server Configuration Target for agent health problem messages
Generic Server Configuration | Message SUppression SERVER [,.})
EVENTLOG
Marmespace: I.ﬁ.gent Health Check, j SERVER_EVENTLOG
! SERVER
-cli i Find
dalues ([ulo btz oete) ;l The target for messages that indicate
Mame | value | problems with agent health checking.
Enable health check True SERVER means that these messages are
Health check ping pratocal EMABLED directly written to the active message
Time interval to check agent health (in seconds) 300 browser on the management server,

without passing any policy-based message

Mazximurn nurber of parallel checks *
filter.

Health rheck rebries

Target for agent health problem messages
Severity of agent health problem messages
Health check report buffering

EVEMTLOG means thatthese messages
are written to the application event log so
that they can be picked up by a Windows

Sever?ty aof buFFer?ng for this management serwver Maju:ur. Event Log policy, The YP_SMServer_
Severity of buFFerl!ﬂg fFar u:ut.her management servers Warning EventLogEntries policy already
Enable access denied warning for raw socket creation True TR o e e TEmm e T
messages named “forwards all health
check " These rules can be easily
adapted or used as templates for your own
—Description health checking rules.

SERVER_EVENTLOG combines SERVER and

This walue configures the target For messages that indicate problems with agent health checking, IF ﬂ
EVEMTLOG.

wou set this value bo SERYER, these messages are directly writken to the management server's

active message browser without passing any policy-based message Filker, IF wou set this value to

EVEMTLOG, these messages are writken to the application event log so that they can be picked up |
-




Internal Messages

Internal filtering of heartbeat messages - Windows

— Customize VP_SMServer_EventLogEntries policy
» Add condition for Ping Fail (filter IN)

* Note: OMW _00051 updated version of this policy
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F——= 2 . _ ezzage Group I
= HPCM Self Management @\J‘P SM-Server_SyncAgentIer...  Synchroni Rule description
N =W = = = Application I
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bject I

E|"
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OvSchiscServerLug Self-Mana Hade
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-- SPI For Remedy AR5 Seq - | Description
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: " SPIFor Web Servers 2 Fred all to Momt Server Description matches [[<[MS473LNER > J¢" " NODE »"<" restOfLines ﬂ
Updated Self Mgmt and Sa 3 Starts OVAUtodiscowverny Server
4

=-fE# Acent oolices arauned by bvoe deployment izzue on manually ir

g:i_- ¥P_SM-Server_EventLogEntries [1(] Source equals IHF'D'\."-MS [ Message Test Node <nodex <restDfLines




Internal Messages

Internal filtering of heartbeat messages - Windows

— Customize VP_SMServer_EventLogEntries policy

* Add condition To redirect remaining heartbeat messages
(filter OUT)

* Windows default heartbeat msg group: VP_SM
f= ¥P_SM-Server_EventLogEntries [10.5] {(Windows Event Log) O |
e (A [
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9 farsards all MngDrwarding canngectian DE... If matched, do ac! Type equals & |nfD[I‘ItIatIDI"I d .SUCCESS-.‘:"\UEIII Object I<r‘u:u:|e>
10 forwards all MsgForwarding queue_thresh...  If matched, do ac! /4, Warning / Faiure Audit - - -
11 forwards all MagFonwarding quese_max o, If matched, do acl 24 Enmor Node Iwctamwvsﬂ'l n.irag. centcom. mil
12 fonmards all BBC MegFonwarding connecti..  |f matched, do acl S everit D
13 Suppress all Information events IF matched, stop Event [D equals I j Far = ¥ Maorrnal
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Internal Messages

Internal filtering of heartbeat messages - UNIX

— Customize Server-side opcmsg template

* No need for additional msg conditions in template

— Heartbeat messages use Message Group: OpC

* Set up condition to filter IN msgs related to ping failure
* Heartbeat ping fail (OpC40-436) message attributes:

Application:
Object:
Message Group:
Message Text:

HP OpenView Operations

ovoareqsdr (Request Sender)

OpC

Node <node> is probably down. Contacting it

with ping packages failed



Summary

You are what you eat

— No effort into instrumentation = poor IT health

Defaults are not best practices

Reducing/improving events must involve all
ousiness stakeholders

Reducing/improving events can save lots of
money and directly affects SLA compliance



Last words

Marshall McLuhan:

« “..we live habitually in a state of information
overload. There's always more than you can
cope with.”

* “ldon't necessarily agree with everything |

V4

say.




